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Test the keymap by typing letters, numbers, and symbols. Characters
should match labels on the keyboard keys. Press Enter to stop testing.
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Some installation files were mot found
on the boot volume. The next few
screens will allow you to configure
networking so that they can be

downloaded from the Internet.
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Figure 9. Installing from the Network
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Partition Scheme
Select a partition scheme
for this volume:
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Figure 15. Review Created Partitions
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{Partition Editor|
FPlease review the disk setup. When complete, press
the Finish button.

|Confirmation]|
Your changes will now be written to disk. If
you have chosen to overwrite existing data,
it will be PERMANENTLY ERASED. Are you sure
you want to commit your changes?

[ Commit Il [Revert & Exit] [ Back
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Figure 16. Final Confirmation
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{Partition Editor|
Create partitions for , F1 for help.
No changes will be made until you select Finish,

NEgeEi=ll [Delete]l [Modifyl [Revertl [ Auto 1 [Finishl

Figure 17. Manually Create Partitions
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Partition Scheme
Select a partition scheme
for this volume:

AP Apple Partition Map
BSO BSD Labels

GUID Partition Table
MER 00S Partitions

[ OK 1 [Cancel ]

Bootable on most x86 systems and EFI aware ARMG64
Figure 18. Manually Create Partitions
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Table 1. Partitioning Schemes

Abbreviation Description

APM PowerPC®[T] [110 AppleIT1 0O.
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M BSD 11N

GPT GUID Partition Tables

MBR Master Boot Record.
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{Partition Editor|
Create partitions for , F1 for help.
No changes will be made until you select Finish,

|Add Partition|

adalcd G
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Size:

Mountpoint:

Label:

0K 1 [Options] [Cancel 1
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Filesystem type (e.q. freebsd-ufs, freebsd-zfs, freebsd-swap)
Figure 19. Manually Create Partitions
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ZFS Configuration
Configure Options:

>> Install Proceed with Installation

T Pool Type/Disks: stripe: B disks
Rescan Devices *

Disk Info *

Pool Name Zroot

Force 4K Sectors? YES

Encrypt Disks? NO

Partition Scheme GPT (BIOS+UEFTI?
Swap Size 29

Mirror Swap? NO

Encrypt Swap? NO

N
4
E
P
S
I
I+

{Select> <Cancel>
<]

—I[Use alnum, arrows, punctuation, TAB or ENTER]

Figure 20. ZFS Partitioning Menu
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ZFS Configuration
Select Wirtual Device tupe:

Stripe - No Redundancy

mirror  Mirror - n-Way Mirroring

raidlB RAID 148 - n x 2-kWay Mirrors
roldsl RAID-Z21 - Single Redundant RAID
raldsr RAID-£22 - Double Redundant RAID
Faicdzs RAID-Z3 - Triple Redumdant RAID

< K D <Cancel>

[Press arrows, TAB aor ENTERI

[1+ Disks] Striping provides maximum storage but no redundancy
Figure 21. ZFS Pool Type
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ZFS Configuration

VBOX HARDDISK

[*] adal VBOX HARDDISK

H0EE < Back >

Figure 22. Disk Selection
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ZFS Configuration
taidzl: Not enough disks selected. (2 < 3 minimum)

<®hange Selection) < Cancel >

[Fress arrows, THAB or ENTERI

Figure 23. Invalid Selection
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Figure 24. Rescan Devices
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gpart(8) show adad:
=> 4B 1258296408 adaB GPT (GHG)

a0 532488 1 efi (266M)

532528 1824 2 freebsd-boot (512K)

533544 984 - free - (492K)

534528 41943084 3 freebsd-swap (2.6G)
4728832 121898248 4 freebsd-zfs (586G)
125827072 2608 - frese - (1. .8M)

camcontrol (8) inquiry adad:

camcontrol (8) identify ada@:
passd: <VBOX HARODDISK 1.8> ATA-G6 dewvice
passd: 33.3B6BMB/s transfers (UOMAZ, PI0 £5536bytes)

protocol ATA-G6

device model YBOX HARDDISK
firmware revision 1.6

serial number VEB3956971f-c387796C
additiomal product id

cylinders 16383

<K

Figure 25. Analyzing a Disk
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ZFS Configuration
Flease enter a name for your zpool:

Lzrootl

< 0K > <Cancel>

Figure 26. Pool Name
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ZFS Configuration
Flease enter amount of swap space (SI-Unit suffixes
recommended; e.g., 2g' for 2 Gigabutes):

P;JI

{Cancel>

Figure 27. Swap Amount
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ZFS Configuration
ECEREOEREY (e you sure you want to sEisdgel]
the current contents of the following disks:

adald adal

< YES > N
[Press arrows, TAB or ENTER]

Figure 28. Last Chance
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Enter a strong passphrase, use
reguired to enter this passphr

ZFS Configuration
d to protect your encruption keys.
ase each time the system is booted

You will be

[

< 0K

Figure 29. Disk Encryption Password
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> {Cancel >
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ZFS Configuration
Initializing encryption on selected disks,
this will take several seconds per disk

Figure 30. Initializing Encryption
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Fetching Distribution
base . ixz [ Dorne

kernel . txz ! 64% |

11b32 . txz [ Fending
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[
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[

tests. txz Fending

Fetching distribution files. ..

Overall Progress
[_ 40%

Figure 31. Fetching Distribution Files
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11b32 . txz
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{Checksum Verificationj

[

[
[
[
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[

Passed
Passed
Passed
Passed

In Progress
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{—Uverall Progress

]
]
]
]
]
]

Verifying checksums of selected distributions.

Figure 32. Verifying Distribution Files
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Archive Extraction
base. txz
kernel . txz [
11b32. txz [
poris. txkz [
src.txz [
tests. txz [ Pending

Extracting distribution files. ..

{—Overall Progress

273759 files read @ 1261.6 files/sec.
Figure 33. Extracting Distribution Files
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Figure 34. Setting the root Password
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Network Configuration
Flease select a network interface to
configure:

Figure 35. Choose a Network Interface
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Scanning
Waiting 5 seconds to scan for wireless netuworks. . .

< Skip > <Cancel>

Figure 36. Scanning for Wireless Access Points
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{Network Selection|
Select a wireless network to connect to.

Giftshop [WEPIIESS]

penguin [WPA-FSK-TKIP+CCMP I [WPRZ2-PSK-TKIF+CCMP I [ESS]
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Mostlyharmless [ESS]
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Otherwise [ESS]
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YetAnother [WEPITESS]

[ 0K 1 [Rescan] [Cancel ]

Figure 37. Choosing a Wireless Network
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WPA Setup
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< 0K > {Cancel>

Figure 38. WPA2 Setup
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Network Configuration
Would you like to configure
IPvd for this interface?

[ Yes 1] [ No ]

Figure 39. Choose IPv4 Networking
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{Network Configuration
Would you like to use DHCP
to configure this interface?

[ Yes 1] [ No ]

Figure 40. Choose IPv4 DHCP Configuration
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Network Configuration
Static Metwork Interface Configuration

[P Address 192.168.1.135
Subnet Mask 255.255.255.08
Default Router 192.168.1.1

[ OK 1 [Cancel ]

Figure 41. IPv4 Static Configuration
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Network Configuration
Would you like to configure
I[Pv6 for this interface?

[ Yes 1] [ No ]

Figure 42. Choose IPv6 Networking
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Network Configuration
Hould you like to try stateless
address autoconfiguration
(SLARC)?

[ Yes 1]

Figure 43. Choose IPv6 SLAAC Configuration
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Static IFvG Network Interface Configuration

IS lals [@=E=RN 001 : b8 : 4672 : 6565 : 2826 : 5043 : 2d42 : 5344 /64
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[Cancel ]

Figure 44. IPv6 Static Configuration
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Resolver Configuration

Search example.com
[FvE DNS #1 2001 :db8:35: :
[FvE DNS #2 2001 :db8:53: :
[Fvd DNS #1 192.168.2.1
[Fvd DNS #2

[Cancel ]

Figure 45. DNS Configuration
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{Mirror Selectionj
Please select the best suitable site for you or "other” if you want
to specify a different choice. The "Main Site" directs users to the
nearest project managed mirror via GeoDNS (they carry the full range
of possible distributions and support both IPvd and IPvG) . ALl other
sites are known as "Community Mirrors"; not every site listed here
carries more than the base distribution kits., Select a site!

tp://dowunload. freebsd. orglifain 5ite (GeoDN5)
http://Ttp.au. freebsd.org HAustralia - IPvb6
Ttp://ftp3.au. freebsd. org HAustralia #3
Tip://ftp. at. freebsd. org Rustria - IPvG
ftp: //Ttp2 . br . freebsd.org Brazil #2

ftp: //Ttp3.br . freebsd.org Brazil #3
Ttp://ftp.bg. freebsd. org Bulgaria - IPvwD
ftp://ftp.cz. freebsd. org Czech Republic - IPwbB
Ttp: //Ttp.dk. freebsd. org Oenmark — IPwG
Ttp://Ttp. i, freebsd. org Finland
Ttp://ftp. fr. freebsd. org France - IFwG
Ttp: //Ttp3. fr. freebsd.org France #3
Ttp: //Ttpb. fr freebsd.org France #6
Ttp: //Ttp.de. freebsd, org Germany - IPvG
Ttp://ftpl.de. freebsd. org Germany #1 - IPvG
Ttp: //Ttp2. . de. freebsd.org Germany #2 - IPvG

[ 0K 1 [(Dther ] [Cancel ]

Figure 46. Choosing a Mirror
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Time Zone Selector
Select a reglion

Africa

America —- North and South
Antarctica
Arctic Ocean
Asia

Atlantic Ocean
Australia
Europe

Indian Ocean
18 Pacific Ocean
11 UTC

(W] - R B B S S

Figure 47. Select a Region
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]Countries in Europej
Select a country or region

—TTT
31 Moldova (Republic of)
32 Monaco

33 Momtenegro

34 Netherlands

35 Norway

26 Poland

37 Portugal

358 Romania

39 Russian Federation

46 San Marino

41 Serbia

42 Slovakia

43 Slovenia
K SE

45 Sweden

46 Switzerland
—.]

[Cancel ]

Figure 48. Select a Country
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Spain Time Zones
Select a zone which observes
the same time as your locality.

| @Spain (mainland)
2 Ceuta, Melilla

3 Canary Islands

oK 1 [Cancel ]

Figure 49. Select a Time Zone
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JConfirmationj
Does the abbreviation CET' look reasonable?

[ =T [ No ]

Figure 50. Confirm Time Zone
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{Time & Datej

20231/ | November 24

[Set Datel [ Skip 1

Figure 51. Select Date
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{Time & Datej

14] 1281 : (97

[Set Timel

Figure 52. Select Time
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{Sustem Configurationi
Choose the serwvices you would like to be started at boot:

ocal unbound Local caching validating resolver

sshd Secure shell daemon

moused PS/2 mouse pointer on console

ntpd Synchronize system and network time
ntpd_sync_on_start Sync time on ntpd startup, even if offset is high
powerd Adjust CPU frequency dynamically if supported
dumpdey Enable kernel crash dumps to /var/crash

[ OK 1

Figure 53. Selecting Additional Services to Enable
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e local_unbound - DNS[T] [OII[ M O 000 M M OO0 OIId
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1110 dns/unbound[] [TIIL

e sshd-[M 0O (SSH)OD IO ag [ 0 [LIT] (L1111 0 [T
[LIT] (I (I [ [0 0 I [111 (L1111

e moused - [IT] [0 (110 (1 oo M 0 0oId [II1T] (11T

e ntpdate-[1] 0 M@ O O (L1111 (L1111 -0 [IIT] 00 [ ntpd(8)
(1T 00 0 OO0 ntpdate(8) (ITIT] 0 oo [0

e ntpd -1 [ IO o o (M0 IO (NTP) OO 00 0d
M M M M O 0 [ (LT
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Choose system security hardening options:

{System Hardeningj

hide_uids
hide_gids
hide_jail
read_msgbuf
proc_debug
random_pid
clear_tmp

Secure_console

— A, —— ——
(W e e (o N O T e T

disable_syslogd Disable opening Syslogd network socket (disables remote

disable_ddtrace Disallow DTrace destructive-mode

de processes running other users
Hide processes runmning as other groups
Hide processes running in jails
Disable reading kernel message buffer for unprivileged
Disable process debugging facilities for unprivileged u
Randomize the PID of newly created processes
Clean the /tmp fTilesystem on system startup

Enable console password prompt

[ OK 1

Figure 54. Selecting Hardening Security Options
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e hide_uids -[I1 [0 (UID)0 M O OO umn  .on M opn Mmoo oI
(0 [0 M 0 [ 0 0 0In

e hide gids-[M] [M (GID) [M O 01O am 0o M 0rm [

am M M 0o

000ofo omd


https://freebsd-wiki.info/uploads/images/gallery/2024-03/htqasz9KwpX5oxnO-bsdinstall-hardening.png
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e proc_debug -[111 [ IO 10 0 OO 2 O0Ird .[M procfs [ ,
ptrace() 0 ktrace()J 00 OO M DI OO 0 00 O 11110 0

0o OIo lldb(1), truss(1), procstat(1) [ OO OO PHPM M OO
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e random_pid - [T11T] PID0 IIIIT
eclear tmp-I00 [M 0O /tmpd OIIO
e disable_syslogd - syslogd [T1T] M MO0 111111 . [II111 FreeBSD[] -s[]

M o OIm syslogd[] [IIT] [0 M 0o M 5141 IO UDP
0 M OI;o I .0 00 0OIId -ss[] (111 syslogdll] 11 [OITI

M syslogdll OO0 M OI0O MO0 .00 OO  syslogd(8)0 OIIM

e disable_sendmail - sendmail [ [ I (IIIITT]

e secure_console-[M1 MO OO OO 0O 0 OO0 root [TT1T] 1
i

e disable_ddtrace -[11 [ 00 00 o0 (111 DTrace] 110 [0 OII0O .
(LTTT] (LTTT] 1l I o 0o 0O 0Io .DTracel] (I 0 0O OO

(1110 -wi] 1111 0 OO dtrace(1)d [T
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0 [T (1] 0 [T
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Add User Accounts
Hould you like to add
users to the installed
system now?

= <No >

Figure 55. Add User Accounts
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Username: imani
2 imani
empty for default):
[imanil:
)y 15 imani. Invite imani into other groups? [1: whee

for default):

Figure 56. Enter User Information
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« Uid - [T] DT . [ITIT] (LI (LI [LL1] [ [T
e Login group - [T]1] (11 . [T (1111 [L11] M M M
(ITIIT]

e Invite user into other groups? - [T1T] [111] 11 (0 [III1 . 11111
00 00 00 00 M OO0 2 wheeld 00010

e Login class - [T]T] 111 M I
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110 (11T

e Use password-based authentication? - [T[I]] Yes. [T11T1 111 0 1110
TTT] (LTT] I

e Use an empty password? - [T] [I]] 0 110 (111 111 (11110 No[]
(IT1T]

e Use a random password? - [T]T] No[] [ITTJ 11 ] I (1]
(11 o 0 01

o Enter password - [] [TI1] [TT111 0 00 OO oomo (11

e Enter password again - [[[] [[] [0 ] 1 (I

e Lock out the account after creation? - [T]]] 111 0 IO (1110 No.

a0 oo o W oo oo 0o 0md OO 2 Oofg o 0o
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Username: imani
s imanti
empty for default):
[imanil:

)y 15 imani. Invite imani into other groups? [1:

1I'I

for default):

nt after creation? [nhol:
imani

imani wheel
Ahome/imani

|.j|j :||’|I|T|’|Hi
Figure 57. EX|t User and Group Management
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Final Configuration
Setup of your FreeBSD system is mearly complete. You can now modify
your confliguration choices. After this screen, you will have an
opportunity to make more complex changes using a shell.

Apply configuration and exit installer

Add User Add a user to the system

Eoot Password Change root password

Hostname Set system hostname

Network Networking configuration

Services Set daemons to run on startup

System Hardening Set security optioms

Time Zone Set system timezone

Handbook Install FreeBSD Handbook (requires network)

Figure 58. Final Configuration
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e Add User - [I[] [0 IIO (111

Root Password - [T] [IIIJ 1 [T] [I1T]

Hostname- 1] [ OO [0 (11

Network - [TIT] (1111 g I {1

Services - [[T] [1I1T L1 11

System Hardening -[I] [ [ IO 11 11

Time Zone -] [0 OO IO 10

Handbook - FreeBSD [TI] 1110 11

an I Exit[] [T
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Manual Configuration
The installation is now finished.
Eefore exiting the installer, would
you like to open a shell in the neuw
system to make any final manual

modifications?

< Yes > < No >l

Figure 59. Manual Configuration
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{Complete]
Installation of FreeBSD complete!
Would you like to reboot into the
installed system now?

N EEReyeN| [Shutdown] [Live CO 1

Figure 60. Complete the Installation
(M O 00 OO0 OO [@M@ Live bl [0 M I 0o c<oion [OIIm

00 OId Reboot[] [T1T] (I11] (11711 0 FreeBSD [IIT] (1111 . FreeBSD
m o oo o om M og 00n M O

FreeBSD[ [I1J (0 [OIm (1T 0 0o I login: [TT1T] [ITIT] :
login: [TTT1T] o M 0o 00 0o Ooo . root[] [T]IT] .M I
o 0o M O o oo M g Or [ [

1 M O (11 Scrol I -Lock[] [ [IT 0 M OO0 0O 01 . PgUp,
PgDn [ I [M OO0 11 (M I 0 [ - [II1] Scrol I -Lockl] 11 [II

(I11T] ad [0 I [ - [I11J M 00 0 00 O (11 (i
1111 less /var/run/dmesg.boot] 11T O 0 IO 110 ql I

(1111 M oo I sshd[] [I11J [0 [OI0 SSHOD M OIm M o0
g o oo 0og M oo 0 0mdm a0 O W Mo Mo oo 0

Generating public/private rsal key pair.

Your identification has been saved in /etc/ssh/ssh_host_key.
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Your public key has been saved in /etc/ssh/ssh_host_key.pub.

The key fingerprint is:

10:a0:f5:af:93:ae:a3:1a:b2:bb:3c:35:d9:5a:b3:f3 root@machine3.example.com
The key's randomart image is:

+--[RSA1 1024]----+

| o. |

| o.. |

Generating public/private dsa key pair.

Your identification has been saved in /etc/ssh/ssh_host dsa_key.
Your public key has been saved in /etc/ssh/ssh_host_dsa_key.pub.
The key fingerprint is:
7e:lc:ce:dc:8a:3a:18:13:5b:34:b5:cf:d9:d1:47:b2 root@machine3.example.com
The key's randomart image is:

+--[ DSA 1024]----+

| -

| o . .+

| ... .E.]

| .. o00..]

| +5S=. |

Starting sshd.
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110 M Omn (110 (111 00 .M M shutdown -p now[ [IT] (110
(1] (11 111 M I M I 11
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(I11T] (1111 (11T FreeBSD [T] [l 10 M M 01 (11 M 0o
FreeBSD[] [1I11]
Note
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am . 0Im O [ITTT1 BIOS(] [0 .00 MO 000 O
(11Tl 0 [T a0 I [IT1TI [T (11

[LI1T] (11 a0 o M 0o OO M 0 o BIOS[] [ITTITT] g
[ [0 - [II111 [IITT1 [ I BIOS[] [ITI1T (o am M 0O
(111

(M0 0 I (11 (M [0 [L1T] (M0 [ (111 (11 (0 ,ACPIO IO
0 [II0 . FreeBSD[ i386 [] amd64 [II11] [0  ACPI [IIT] [T M1 M M
o 00 OO0 MO M O 110 [0 OO0 OO  ACPHIII (11

111 0 BIOS [T1TJ 1110 ACPI 3[10 [III1IO hint.acpi.0.disabled [1T]
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set hint.acpi.0.disabled="1"
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