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% netstat -r
Routing tables
Internet:
Destination Gateway Flags Refs Use Netif Expire
default outside-gw UGS 37 418 emO
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defaultrouter="10.20.30.1"
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$ route add default 10.20.30.1
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w #

(10.0.0.1/24) Defanlt Router to Internet

Interface x10, 10.0.0.10/24

RouterA Free BSD gateway

Interface x11, 192.168.1.1/24

Internal Met 1

192.168.1.2/24

RouterB

T102.168.2.1/24

Internal Met 2
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$ netstat -nr

Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
default 10.0.0.1 UGS 0 49378 xIO

127.0.0.1 127.0.0.1 UH 0 6 lo0
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10.0.0.0/24 link#1 uc 0 0 xIo
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$ route add -net 192.168.2.0/24 192.168.1.2
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# Add Internal Net 2 as a persistent static route
static_routes="internalnet2"

route_internalnet2="-net 192.168.2.0/24 192.168.1.2"

static_routes [I] [0 IO o 0o oOm .0 00 [0 OO0 O
route_internalnet2 [T17] 0 m 0o m I 0o OmIm

static_routes[] [ [ITJ 111 111 M M [M Od (111 11 192.168.0.0/24 []
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static_routes="netl net2"
route_netl="-net 192.168.0.0/24 192.168.0.1"
route_net2="-net 192.168.1.0/24 192.168.1.1"
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options MROUTING
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$ sysrc ifconfig_fxp0_aliasO="inet XXX.XXX.XXX.XXX netmask XXX.XXX.XXX.XXX"
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alias [I1]  alias0, aliasl [11 [ [III0 11 aliasO[l] [0 0o .00 OIId 0
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[0 I [ I L0 [ [ [ ([T1T] (1111 (1111
00 O 00 00O -0 000m 00 [M M OO  255.255.255.255 ] Oxffffffff[]
10 0 10 0O Omo g

M m . fxp0 I 0 00 OIno 1 (0 OO0 00O 2 Orrg : (]
255.255.255.0[] 10.1.1.0[] [IIII] 255.255.255.240[] 202.0.75.16[I] .[IIJ  10.1.1.1 ~
10.1.1.5[] 202.0.75.17 ~ 202.0.75.20 (1]  [IIII] M0 OO0 .00 OO OO0 20

M OO M OO 00 OO .00 O O (10.1.1.2 ~10.1.1.5[ 202.0.75.18 ~
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M /etc/rc.conf[IT1 [ 11T M O (11 (ITIT]

$ sysrc ifconfig_fxpO="inet 10.1.1.1 netmask 255.255.255.0"

$ sysrc ifconfig_fxp0_aliasO="inet 10.1.1.2 netmask 255.255.255.255"

$ sysrc ifconfig_fxp0_aliasl="inet 10.1.1.3 netmask 255.255.255.255"

$ sysrc ifconfig_fxp0_alias2="inet 10.1.1.4 netmask 255.255.255.255"

$ sysrc ifconfig_fxp0_alias3="inet 10.1.1.5 netmask 255.255.255.255"

$ sysrc ifconfig_fxp0_alias4="inet 202.0.75.17 netmask 255.255.255.240"
$ sysrc ifconfig_fxp0_alias5="inet 202.0.75.18 netmask 255.255.255.255"
$ sysrc ifconfig_fxp0_alias6="inet 202.0.75.19 netmask 255.255.255.255"
$ sysrc ifconfig_fxp0_alias7="inet 202.0.75.20 netmask 255.255.255.255"

m 0oon 0Oo oo oo of P I 0o om mOo .0 Mm 0m
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$ sysrc ifconfig_fxp0_aliases="inet 10.1.1.1-5/24 inet 202.0.75.17-20/28"
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0 M WPAM OO 802.1XON [[M OO 0OI0 (T1T] 0 M M 0o m WPA
00 [I0 0 WPAO WPA [TIITI11 00 . WPA Enterprise[] [11J EAP(T] [T
0 0 000 (1]

EAPD [0 OO0 0OI0 [0 -0 EAPOD 0 O M OO OO0  -EAP[
00 [ OO0 OO EAP-TLS, EAP-TTLS ] EAP-PEAP] [ 11

EAP-TLS(D [0 [0 [ EAP)] Wi-FiAliance[ll] I OO EAPIIOD OO O
(1] o M O . EAP-TLS[] ITT1TJ ] 1 00 CA(M M o ad
M oo M 4o .0 0 0O (0 [OII o 0O 0 IO OIo (111 .
EAP [TT1T] 0 00 M Ormrm an I 1 a0 0o m .0 0Imo
0 CAO0 M OIIm {11

10 [IIId (1] /etc/wpa_supplicant.conf(] [T] [IT1T]

network={
ssid="freebsdap" -1
proto=RSN -2
key_mgmt=WPA-EAP -3
eap=TLS -4
identity="loader" -5
Ca_cert="/etc/certs/cacert.pem" -6
client_cert="/etc/certs/clientcert.pem" -7
private_key="/etc/certs/clientkey.pem" -8
private_key passwd="freebsdmallclient" -9
}
1.0 00 OIm (M (SSID)0 OI1d :
2. 0 I WPA2[TT] (I RSN IEEE® 802.11i [I11T] TTT]
3. key_ mgmt[I] [O0T 0 M 01n 111 0 I EAP 117 111 WPA

[0

4.0 00 OO M EAPOD [IMd

5. identity 11 EAP]] ID [IT1TJ M1

6. ca_cert[Ill CAOD OO OIO (11T 000 mMm OIm 11 0
11T

7. client_cert [ [T 00 OO0 OImd [TT1 .0 OImd 111 0 m

[ I
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8. private_key [T1]  [111T1 g m 000 M 0o

9. private_key passwd 1111 I 0 O 0o gOIno

M M /etc/rc.conf] 11 [ [OII

wlans_athO="wlan0"

ifconfig_wlan0="WPA DHCP"

[ g [ arm - I

$ service netif start

Starting wpa_supplicant.

DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 7

DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 15

DHCPACK from 192.168.0.20

bound to 192.168.0.254 -- renewal in 300 seconds.

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask Oxffffff00 broadcast 192.168.0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:¢3:0d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UNDEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 protmode CTS

wme burst roaming MANUAL

wpa_supplicant(8) [] ifconfig(8)(1 [IIT] (I (11 [ 0 [

34.4.2. EAP-TTLS[] WPA

EAP-TLSO 1D [ 0o [0 (M [ LLLLT] . EAP-TTLS[] [I1T L1
10 (o [ 0 0o 0o (111 0 I (I I (0  SSL{I]
(1111 0 oo [ -EAP-TTLSO M [IT ug o0oo MM oo TLS [T
[T
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network={
ssid="freebsdap"
proto=RSN
key_mgmt=WPA-EAP

eap=TTLS -1
identity="test" -2
password="test" -3
ca_cert="/etc/certs/cacert.pem" -4
phase2="auth=MD5" -5

1.000 OO0 MM EAPOOD [OII0

2. DM O TwSM 00 EAPOD [ 1IDOIO OO0

w

. password 111 EAPOT] [ OO0 0OIOO

4. ca_cert(Il] CAON OO 0OIO [II1T] 000 M 0ol (1T g
(L1111

5.0 0 Om - TSI 1 [ g O -0 [0 MD5-Challenge
0 IO EAPO [II1D MO 0 00 M “"ehase2' OO

(111 /etc/rc.conf] (] [ OO

wlans_athO="wlan0"

ifconfig_wlan0="WPA DHCP"

[ g [ [  0Id

$ service netif start
Starting wpa_supplicant.
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 7
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 15
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 21
DHCPACK from 192.168.0.20
bound to 192.168.0.254 -- renewal in 300 seconds.
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask Oxffffff00 broadcast 192.168.0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 11g



status: associated

ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:¢3:0d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UNDEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 protmode CTS

wme burst roaming MANUAL

34.4.3. EAP-PEAP[] WPA

<Note>
PEAPVO/EAP-MSCHAPVZ2[] [11 [IIII PEAP [ITIT] [0 [III] 0 1 1 [1 PEAP[T]
(n [OI

Protected EAP(PEAP)] EAP-TTLSO 100 IO EAP-TLSOI [ [M OIO  EAP
(11T 0 0O 00 OIIIm PEAP] EAP-TLSTIN [0 O 0OIO  OII
[0

PEAPO I 0O I (11 [TTTT M M 0o oI TLs OO IO

(111 (10 M M I 0o Omno 00  EAP-TTLSO OTITT . PEAP [IT]
00 00 OO0 OO0 00 D TSOD OO0 OO0 EAP-TTLSO
IO .EAP-TTLSO I OO IO OO 2TLSOO [0

EAP-PEAP [T1 [11J (1111 /etc/wpa_supplicant.conf(] [T] [ IO

network={
ssid="freebsdap"
proto=RSN
key_mgmt=WPA-EAP

eap=PEAP -1
identity="test" -2
password="test" -3

Cca_cert="/etc/certs/cacert.pem" -4
phasel="peaplabel=0" -5
phase2="auth=MSCHAPV2" -6

1.000 OO0 M EAPOD [0

2. |D 1117 (117 TLS[M 00 EAPOO [T IDOIMO [LLLT]

3. password [T11] EAPID] [ OO OO



4. ca_cert(Il CAIOD OO OO (1111 000 M I 110 a
(11T

5.0 oo 0mM oo T7wsOon M 0o am om0 [
o M oo ofg MmO [1T1 - [T [ .00 peaplabel=0[]

(11 111 "I111] EAPIT] "D OO0 .00 OO  wpa supplicant.conf(5)
M OO0 0O 0

6. 0 I OIO TLS 1117 [LIT] M [ 1117 . PEAP 1]
auth=MSCHAPV2[I]

/etc/rc.conf] (111 [III0

wlans_athO="wlanQ"

ifconfig_wlan0="WPA DHCP"

[ M O (LI1T]

$ service netif start
Starting wpa_supplicant.
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 7
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 15
DHCPREQUEST on wlan0 to 255.255.255.255 port 67 interval 21
DHCPACK from 192.168.0.20
bound to 192.168.0.254 -- renewal in 300 seconds.
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask Oxffffff0O0 broadcast 192.168.0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 11g
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:¢3:0d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UNDEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 protmode CTS

wme burst roaming MANUAL

34.5. ] Ad-hoc []
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$ ifconfig wlanO create wlandev athO wlanmode adhoc
$ ifconfig wlanO inet 192.168.0.1 netmask 255.255.255.0 ssid freebsdap
$ ifconfig wlan0
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
] ether 00:11:95:c3:0d:ac
0 inet 192.168.0.1 netmask Oxffffff00 broadcast 192.168.0.255
0 media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <adhoc>
0 status: running
0 ssid freebsdap channel 2 (2417 Mhz 119g) bssid 02:11:95:c3:0d:ac
0 country US ecm authmode OPEN privacy OFF txpower 21.5 scanvalid 60

0 protmode CTS wme burst

adhoc [IT1T] (L1110 IBSS 111 [ 0fg O

[0 BO A0 I 0O OO OO0

$ ifconfig wlanO create wlandev athO wlanmode adhoc

$ ifconfig wlan0 up scan
SSID/MESH ID  BSSID CHAN RATE S:N INT CAPS
freebsdap 02:11:95:c3:0d:ac 2 54M -64:-96 1001S WME

0 10 A0 O 010 (1111 [ BO M IPODO OO0

$ ifconfig wlan0 inet 192.168.0.2 netmask 255.255.255.0 ssid freebsdap
$ ifconfig wlan0
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
[] ether 00:11:95:d5:43:62
] inet 192.168.0.2 netmask Oxffffff00 broadcast 192.168.0.255
0 media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <adhoc>
0 status: running
0 ssid freebsdap channel 2 (2417 Mhz 11g) bssid 02:11:95:¢3:0d:ac
0 country US ecm authmode OPEN privacy OFF txpower 21.5 scanvalid 60
0 protmode CTS wme burst

[ A0 BO 0 OO OO OO OO

34.5.1. FreeBSD
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