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FreeBSD [T1T] 11 [111] 11 netstat(1)] [TIIL

% netstat -r

Routing tables

Internet:

Destination Gateway Flags Refs Use Netif Expire
default outside-gw UGS 37 418 em0
localhost localhost UH 0 181 100

testO 0:e0:b5:36:cf:4f  UHLW 5 63288 reo 77
10.20.30.255 link#1 UHLW 1 2421

example.com link#1 uc 0 0

hostl 0:e0:a8:37:8:1e UHLW 3 4601 100

host2 0:e0:a28:37:8:1e UHLW 0 5 100 =>
host2.example.com link#1l uc 0 0
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defaultrouter="10.20.30.1"
route] [TI1] 1 a0 00 M O
$ route add default 10.20.30.1
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gateway enable="YES" # Set to YES if this host will be a gateway
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$ netstat -nr

Routing tables

Internet:
Destination
default
127.0.0.1
10.0.0.0/24
192.168.1.0/24

Gateway
10.0.0.1
127.0.0.1
link#1
link#2

Flags
UGS
UH

uc

uc

Refs

o o o

Use Netif Expire

49378 x10
6 100
0 x10
0 x11
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$ route add -net 192.168.2.0/24 192.168.1.2

[0 [0 A0 192.168.2.0/24 [ITIT] M
(1] o 0o o 1 [
(11T} :

(11 0 0O MO .00 FreeBSD I
(o 01 i M [0 /etc/rc.conf[]

# Add Internal Net 2 as a persistent static route
static routes="internalnet2"

route internalnet2="-net 192.168.2.0/24 192.168.1.2"

static_routes [T1 [0 [OIDO uan oo gm0 01 [ 00 I
route_internalnet2 [111] 0 M 00 M M 00 OOIo

static_routes[] [ [1TJ 111l 11 M M M IO (1111 . [ 192.168.0.0/24 []
192.168.1.0/24 [T111T1 M M Oon o0 (LITT]

static routes="netl net2"
route netl="-net 192.168.0.0/24 192.168.0.1"
route net2="-net 192.168.1.0/24 192.168.1.1"
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options MROUTING
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$ sysrc ifconfig fxp0@ aliasO="inet XXX.XXX.XXX.XXX netmask XXX.XXX.XXX.XXX"
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M M ., fxp0 ITIT] 0 M Mo (11 M 0Of 0§p O : (]
255.255.255.0[] 10.1.1.0[] [IIII] 255.255.255.240[] 202.0.75.16[I] .[III]  10.1.1.1 ~
10.1.1.5 ] 202.0.75.17 ~ 202.0.75.20 (1]  [IIII] 0 OO0 .00 OO OO0 20

(o 0o (Il [OI1d 0o 0o .00 O M (10.1.1.2 ~10.1.1.50 202.0.75.18 ~
202.0.75.20)0 255.255.255.255[] [I1T] 011 0

M /etc/rc.conf[IT] [0 1T (M O (1111 (LTIT]

sysrc ifconfig fxp0="inet 10.1.1.1 netmask 255.255.255.0"

sysrc ifconfig fxp0 aliasO="inet 10.1.1.2 netmask 255.255.255.255"
sysrc ifconfig fxp0® aliasl="inet 10.1.1.3 netmask 255.255.255.255"
sysrc ifconfig fxp0® alias2="inet 10.1.1.4 netmask 255.255.255.255"
sysrc ifconfig fxp0® alias3="inet 10.1.1.5 netmask 255.255.255.255"
sysrc ifconfig fxp0 alias4="inet 202.0.75.17 netmask 255.255.255.240"
sysrc ifconfig fxp0O alias5="inet 202.0.75.18 netmask 255.255.255.255"
sysrc ifconfig fxp@® alias6="inet 202.0.75.19 netmask 255.255.255.255"
sysrc ifconfig fxp@® alias7="inet 202.0.75.20 netmask 255.255.255.255"

R I 2 T -2 N - S = S e - A -

oo oo Oom oo o P o M oo Oo .00m 0m
an I (1111 o 255.255.255.255(] I (1D (111

==

$ sysrc ifconfig fxp@ aliases="inet 10.1.1.1-5/24 inet 202.0.75.17-20/28"

34.4. 7?7 ?7? 7?7

FreeBSD[] [1] [0 [LIT] a0 0ofg oo -0 [T [ [0 [ M
a0 I a0 - I

o oo oo m© o oo g M M [0ImIm M 00 mp Od
(11Tl

34.4.1. EAP-TLS? ?77 WPA
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00 [OIId I /etc/wpa_supplicant.conf] [I] [II1[]

network={
ssid="freebsdap"
proto=RSN
key mgmt=WPA-EAP
eap=TLS
identity="1loader"
ca_cert="/etc/certs/cacert.pem"
client cert="/etc/certs/clientcert.pem"

private key="/etc/certs/clientkey.pem"

1 1 1 1 1 1 1 1 1
[(e} e} ~ (o)} w1 E=N w N =

private key passwd="freebsdmallclient"

1.0 00 [OId M (sSID)0 IIn .
2.0 IO  WPA2[II] [0 RSN IEEE® 802.11i [[III] I

3. key mgmt[[] OO0 0O [ O 11 -0 IO EAPIT] [T WPA
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5. identity [T1T] EAP[] ID [TIT] 111

6. cacert[Il1 CAID OO OIO (L1111 000 M 0Id [T O
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7. client_cert 11 [N o Od O (T U I (LI 0
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8. private_key [TT]  [111T1 ao M 000 M O

9. private_key passwd 1111 I M M OO O

1 [ /etc/rc.conf] (11 [ [III0

wlans ath@="wlan0"

ifconfig wlan@="WPA DHCP"
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$ service netif start

Starting wpa_supplicant.

DHCPREQUEST on wlan@ to 255.255.255.255 port 67 interval 7

DHCPREQUEST on wlan@ to 255.255.255.255 port 67 interval 15

DHCPACK from 192.168.0.20

bound to 192.168.0.254 -- renewal in 300 seconds.

wlan@: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask Oxffffff00 broadcast 192.168.0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 1lg
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UNDEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 protmode CTS

wme burst roaming MANUAL

wpa_supplicant(8) 1 ifconfig(8)[] [TIT] (1110 1o 00 M O

34.4.2. EAP-TTLS? ?7? WPA

EAP-TLSO I [ 00 OO M OO OO .EAP-TTLSO Il  OIIO
0 [ OIo 0 00 01 [T1T] 0o M Oo oo o ssLar
o 000 O -EAP-TTLS I IO 00 OO0 O OO0 - TLS[I
[T

000 OO0 /etc/wpa_supplicant.conf] [IT] 0 IO

network={

ssid="freebsdap"

proto=RSN

key mgmt=WPA-EAP

eap=TTLS -
identity="test" -
password="test" -
ca cert="/etc/certs/cacert.pem" -

phase2="auth=MD5" -

o A~ W N =
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W
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4. cacert(Il] CAON OO OIO [II1T] 000 M 0ol (1T g
(L1111

5.0 0 0@ TS {OIm {1 [ g O -0 I MD5-Challenge
0 IO EAPO [II1D M M 00 M “phase2'[ [0

i /etc/rc.conf] (I1 [ OII0

wlans_ath@="wlan0"

ifconfig wlan@="WPA DHCP"

o g [ g Il

$ service netif start

Starting wpa supplicant.

DHCPREQUEST on wlan@ to 255.255.255.255 port 67 interval 7

DHCPREQUEST on wlan@ to 255.255.255.255 port 67 interval 15

DHCPREQUEST on wlan@ to 255.255.255.255 port 67 interval 21

DHCPACK from 192.168.0.20

bound to 192.168.0.254 -- renewal in 300 seconds.

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask Oxffffff00 broadcast 192.168.0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 1lg
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UNDEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 protmode CTS

wme burst roaming MANUAL

34.4.3. EAP-PEAP? ?7?7 WPA

<Note>
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EAP-PEAP [I] [II0 [IID /etc/wpa_supplicant.conf] [[] [ O

network={
ssid="freebsdap"
proto=RSN
key mgmt=WPA-EAP
eap=PEAP
identity="test"
password="test"
ca cert="/etc/certs/cacert.pem"
phasel="peaplabel=0"
phase2="auth=MSCHAPV2"
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wlans ath@="wlan0"

ifconfig wlan@="WPA DHCP"

[ M O (11Tl

$ service netif start

Starting wpa supplicant.

DHCPREQUEST on wlan@ to 255.255.255.255 port 67 interval 7

DHCPREQUEST on wlan@ to 255.255.255.255 port 67 interval 15

DHCPREQUEST on wlan® to 255.255.255.255 port 67 interval 21

DHCPACK from 192.168.0.20

bound to 192.168.0.254 -- renewal in 300 seconds.

wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.254 netmask Oxffffff00 broadcast 192.168.0.255
media: IEEE 802.11 Wireless Ethernet DS/11Mbps mode 1lg
status: associated
ssid freebsdap channel 1 (2412 Mhz 11g) bssid 00:11:95:c3:0d:ac
country US ecm authmode WPA2/802.11i privacy ON deftxkey UNDEF
AES-CCM 3:128-bit txpower 21.5 bmiss 7 scanvalid 450 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 protmode CTS

wme burst roaming MANUAL

34.5. ?? Ad-hoc ??

a0 [IIn M 1BSSO0 M 000 M O [0 M I A0 BT
a0 [IIn (11 00 IPO0 OO SSIDO I

Al

$ ifconfig wlan® create wlandev ath® wlanmode adhoc
$ ifconfig wlan® inet 192.168.0.1 netmask 255.255.255.0 ssid freebsdap
$ ifconfig wlan®
wlan0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0@ mtu 1500
0 ether 00:11:95:c3:0d:ac
inet 192.168.0.1 netmask OxffffffOO broadcast 192.168.0.255

0
0 media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <adhoc>
0 status: running

0

ssid freebsdap channel 2 (2417 Mhz 11g) bssid 02:11:95:c¢3:0d:ac



0 country US ecm authmode OPEN privacy OFF txpower 21.5 scanvalid 60
0 protmode CTS wme burst

adhoc [IT1T] (L1110 IBSS [I11] [ g [

[ BO A0 I 0 OO OO

$ ifconfig wlan0@ create wlandev ath@ wlanmode adhoc

$ ifconfig wlan® up scan
SSID/MESH ID BSSID CHAN RATE S:N INT CAPS
freebsdap 02:11:95:¢3:0d:ac 2 54M -64:-96 100 IS WME

o0 0 AD M@ [OIo [ITTT1 .0 BO M IPOO [IM0

$ ifconfig wlan® inet 192.168.0.2 netmask 255.255.255.0 ssid freebsdap
$ ifconfig wlan@
wlan@: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
ether 00:11:95:d5:43:62
inet 192.168.0.2 netmask OxffffffOO broadcast 192.168.0.255
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <adhoc>
status: running
ssid freebsdap channel 2 (2417 Mhz 11g) bssid 02:11:95:c¢3:0d:ac
country US ecm authmode OPEN privacy OFF txpower 21.5 scanvalid 60

O o o o o & @3

protmode CTS wme burst

(0 A0 BO 0 OO OO OO0 OO

34.5.1. FreeBSD ?77? ?77? 77?77

FreeBSD[ [I11]  AP[ [IIIT] o0 I oo od M 0o
0 0I0o .0 FreeBSD [T {10 [ M O (L1111 (L]
[LIT]

00  (AP) T
0g0m i

Revision #8
Created 25 February 2024 03:16:45 by 1111 (MeatDumpling)
Updated 15 March 2024 09:41:03 by [111] (MeatDumpling)



